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The study focuses on the mechanism of enforcement of sanctions
restrictions in the United States and the two levels of liability for
circumventing sanctions - civil and criminal. This mechanism has
demonstrated its effectiveness and can serve as an example for both
Ukraine and other Western democracies interested in the strength of
sanctions policy.
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LEGAL BASIS FOR SANCTIONS IN THE US
 
In the United States, the legal basis for the application of sanctions is a
special law, the International Emergency Economic Powers Act, or
IEEPA, which grants the President special economic powers to respond to
an “unusual and extraordinary threat” to national security, international
politics, or the economy that originates in whole or in part from abroad
(50 U.S.C. 1701(a)).

In order for the special powers regime to be triggered, the President must
declare a national emergency, a "national emergency", with respect to the
threat in question (50 U.S.C. 1701(b)).

In the case of the events of 2014 in Ukraine, this urgency was declared by
the Executive Order of then-President Barack Obama of 6 March 2014
No.13660, and since then it has been renewed by subsequent executive
orders (No.13661, No.13662, No.13685, No.13849, No.13883 and No.14065) and
has not been terminated to date.

In general, the US sanctions system imposed in connection with the war
in Ukraine includes three categories of sanctions:

Blocking of assets of individuals and legal subjects designated in
accordance with Executive Orders No.13660, No.13661, No.13662 and
No.13685. Executive Orders define broad categories of persons whose
assets are subject to blocking, and the Office of Foreign Assets Control
(OFAC) maintains a list of specific names and companies (the List of
Specially Designated Nationals and Blocked Persons, SDN List).

Sectoral sanctions against subjects operating in the sectors of the
Russian economy designated by the Secretary of the Treasury pursuant to
Executive Order 13662 and included in the Sectoral Sanctions
Identification List (SSIList);

A ban on new investments and exports or imports of goods, technology
or services to or from Crimea. 

To implement Executive Orders, OFAC has issued a number of
regulations, which are codified in Part 589 of Title 31 of the Code of Federal
Regulations (C.F.R.).
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https://uscode.house.gov/view.xhtml?path=/prelim@title50/chapter35&edition=prelim
https://www.federalregister.gov/documents/2014/03/10/2014-05323/blocking-property-of-certain-persons-contributing-to-the-situation-in-ukraine
https://ofac.treasury.gov/media/5956/download?inline
https://ofac.treasury.gov/media/5961/download?inline
https://ofac.treasury.gov/media/5966/download?inline
https://ofac.treasury.gov/media/8671/download?inline
https://ofac.treasury.gov/media/26281/download?inline
https://ofac.treasury.gov/media/918791/download?inline
https://ofac.treasury.gov/media/8741/download?inline
https://sanctionslist.ofac.treas.gov/Home/ConsolidatedList
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The complete list of prohibited transactions is contained in paragraphs
31 C.F.R. §§ 589.201-209.

In particular, according to 31 C.F.R. § 589.201 (a):

“All property and interests in property that are in the United States, that
come within the United States, or that are or come within the possession
or control of any U.S. person of the following persons are blocked and
may not be transferred, paid, exported, withdrawn, or otherwise used for
any other purpose”.

In accordance with clause (b) of the same paragraph:

“The prohibitions in paragraph (a) of this section include prohibitions on
the following transactions:

(1) The making of any contribution or provision of funds, goods, or services
by, to, or for the benefit of any person whose property and interests in
property are blocked pursuant to paragraph (a) of this section; and

(2) The receipt of any contribution or provision of funds, goods, or services
from any person whose property and interests in property are blocked
pursuant to paragraph (a) of this section”.

Paragraphs 31 C.F.R. §§ 589.202-205 contain restrictions with respect to
sectoral sanctions targeting various sectors of the Russian economy
(finance, energy, defense and oil production). In 31 C.F.R. §§ 589.206-208
prohibit investments in Crimea, as well as the export of goods, services,
and technology to Crimea or their import from Crimea. Finally, paragraph
31 C.F.R. §§ 589.206-208 are devoted to prohibitions and strict conditions
with respect to correspondent or payable-through accounts of foreign
financial institutions that have knowingly facilitated certain significant
transactions.

https://www.ecfr.gov/current/title-31/subtitle-B/chapter-V/part-589


TYPES OF LIABILITY FOR SANCTIONS VIOLATIONS

Liability for violation of sanctions imposed under IEEPA is provided for in
50 U.S.C. 1705(c):

“(a) Unlawful acts

It shall be unlawful for a person to violate, attempt to violate, conspire to
violate, or cause a violation of any license, order, regulation, or prohibition
issued under this chapter.

(b) Civil penalty

A civil penalty may be imposed on any person who commits an unlawful
act described in subsection (a) in an amount not to exceed the greater of

(1) $250,000; or
(2) an amount that is twice the amount of the transaction that is the
basis of the violation with respect to which the penalty is imposed.

(c) Criminal penalty

A person who willfully commits, willfully attempts to commit, or willfully
conspires to commit, or aids or abets in the commission of, an unlawful
act described in subsection (a) shall, upon conviction, be fined not more
than $1,000,000, or if a natural person, may be imprisoned for not more
than 20 years, or both”.

Thus, the sanctions regime in the United States is enforced at two levels -
civil and criminal liability. Accordingly, the enforcement measures
designed to ensure compliance with special restrictive measures are civil
fines, criminal fines and imprisonment for individuals. In addition, there
are two types of forfeiture - criminal forfeiture in personam (against a
person) and civil forfeiture in rem (against property).

Criminal forfeiture relates to a specific person and requires a criminal
indictment against such a person, issued in the framework of criminal
proceedings. Criminal forfeiture is a punishment. Such confiscation is
also provided for in Ukrainian law.
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https://uscode.house.gov/view.xhtml?req=granuleid%3AUSC-prelim-title50-chapter35&saved=%7CZ3JhbnVsZWlkOlVTQy1wcmVsaW0tdGl0bGU1MC1zZWN0aW9uMTcwMQ%3D%3D%7C%7C%7C0%7Cfalse%7Cprelim&edition=prelim
https://www.justice.gov/afp/types-federal-forfeiture


By contrast, civil forfeiture is not directed against the person who
committed the crime, but against the property that was obtained
through the crime or used to commit the crime. Unlike criminal forfeiture,
there is no criminal conviction required, although the government is still
required to prove in court by a preponderance of evidence that the
property was linked to criminal activity. In a civil forfeiture case, the
state is the plaintiff and the property itself is the defendant. This is the
so-called “defendant in rem” (Defendant-In-Rem).

The procedure allows the court to bring together all those who have an
interest in the property in one case and resolve all issues related to the
property at one time. In a civil forfeiture case, the state is considered the
defendant, and any person who claims an interest in the property is a
claimant.

Civil forfeiture allows the government to bring cases against property
that is not available for criminal forfeiture, such as property of criminals
who are outside the United States, including terrorists and fugitives. Civil
forfeiture also allows for the recovery of assets belonging to deceased
defendants or in cases where the defendant cannot be identified.

Civil forfeiture is provided for in paragraph 981 of Chapter 46 of Title 18 of
the United States Code.

Accordingly, this paragraph the following property is subject to forfeiture
to the United States:

“(A)Any property, real or personal, involved in a transaction or attempted
transaction in violation of section 1956, 1957 or 1960 of this title, or any
property traceable to such property. [...]

(C)Any property, real or personal, which constitutes or is derived from
proceeds traceable to a violation of section 215, 471, 472, 473, 474, 476,
477, 478, 479, 480, 481, 485, 486, 487, 488, 501, 502, 510, 542, 545, 656, 657,
670, 842, 844, 1005, 1006, 1007, 1014, 1028, 1029, 1030, 1032, or 1344 of this
title or any offense constituting “specified unlawful activity” (as defined in
section 1956(c)(7) of this title), or a conspiracy to commit such offense”.

The concept of “specified unlawful activity” mentioned in the section
is formulated in such a way that it includes violations of the sanctions
regime.
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LEVEL OF CIVIL LIABILITY: 
OFAC REGULATIONS AND PRACTICE

 
The Office of Foreign Assets Control (OFAC) is responsible for the civil
aspect of sanctions enforcement. It monitors compliance with sanctions
restrictions and imposes civil penalties in case of violations of the
sanctions regime. To this end, OFAC issues regulations that consolidate
existing legislation on sanctions restrictions.

In accordance with these OFAC regulations (31 C.F.R. § 589.213):

“(a) Any transaction on or after the effective date that evades or avoids,
has the purpose of evading or avoiding, causes a violation of, or attempts
to violate any of the prohibitions set forth in this part is prohibited.

(b) Any conspiracy formed to violate the prohibitions set forth in this part
is prohibited”.

For a more detailed explanation of this term, see 31 C.F.R. § 589.414:

“With respect to § 589.215, a prohibited facilitation or approval of a
transaction by a foreign person occurs, among other instances, when a
U.S. person:

(a) Alters its operating policies or procedures, or those of a foreign
affiliate, to permit a foreign affiliate to accept or perform a specific
contract, engagement, or transaction described in §§ 589.206 through
589.208 without the approval of the U.S. person, where such transaction
previously required approval by the U.S. person and such transaction by
the foreign affiliate would be prohibited by this part if performed directly
by a U.S. person or from the United States;
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(b) Refers to a foreign person purchase orders, requests for bids, or
similar business opportunities involving a transaction described in §§
589.206 through 589.208 to which the U.S. person could not directly
respond as a result of the prohibitions contained in this part; or

(c) Changes the operating policies and procedures of a particular
affiliate with the specific purpose of facilitating transactions that would
be prohibited by this part if performed by a U.S. person or from the United
States”.

In addition, OFAC has a special Economic Sanctions Enforcement
Guidelines. The Guidelines, in particular, define how OFAC may respond
to identified violations of the sanctions regime.

The list of possible administrative acts includes:

No Action;
Request Additional Information;
Cautionary Letter;
Finding of Violation;
Civil Monetary Penalty;
Criminal Referral;
Other Administrative Actions.

The Guidance also contains a broad list of factors that OFAC takes into
account when deciding which administrative act to apply and (in the case
of a fine) what amount of fine to impose.

Among these factors:

Willful or Reckless Violation of Law;
Awareness of Conduct at Issue;
Harm to Sanctions Program Objectives;
Individual Characteristics;
Compliance Program;
Remedial Response;
Cooperation with OFAC;
Timing of apparent violation in relation to imposition of sanctions (e.g.,
one thing is when it happened as soon as the sanctions were imposed,
and another is when the sanctions have been in effect for a long time);
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https://www.ecfr.gov/current/title-31/subtitle-B/chapter-V/part-501/appendix-Appendix%20A%20to%20Part%20501
https://www.ecfr.gov/current/title-31/subtitle-B/chapter-V/part-501/appendix-Appendix%20A%20to%20Part%20501


Other enforcement actions taken against the Subject Person;
Future Compliance/Deterrence Effect;
Other relevant factors on a case-by-case basis.

Each of these factors, depending on the situation, may turn into a
mitigating or aggravating circumstance for the subject.

The Guidelines also provide a matrix for determining the maximum
amount of a fine depending on a combination of two factors – the
egregiousness of the violation and the availability of a voluntary
notification of the violation by the subject itself.
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Egregious Case

Yes

No

No Yes

Voluntary
Self-Disclosure

(1)

One-Half of Transaction
Value (capped at lesser of
$184,068 or one-half of
the applicable statutory
maximum per violation)

(3)

One-Half of
Applicable Statutory
Maximum

(2)

Applicable Schedule
Amount (capped at lesser
of $368,136 or
the applicable statutory
maximum per violation)

(4)

Applicable Statutory
Maximum



In making the egregiousness determination, OFAC generally will give
substantial weight to General Factors A (“willful or reckless violation of
law”), B (“awareness of conduct at issue”), C (“harm to sanctions program
objectives”) and D (“individual characteristics”), with particular emphasis
on General Factors A and B. A case will be considered an “egregious
case” where the analysis of the applicable General Factors, with a focus
on those General Factors identified above, indicates that the case
represents a particularly serious violation of the law calling for a strong
enforcement response. 

The Guidance also provides for the possibility of entering into
agreements between OFAC and the subject being held accountable. And
responsible subjects often enter into such agreements.
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LEVEL OF CRIMINAL LIABILITY: THE PRACTICE OF THE
DEPARTMENT OF JUSTICE

 
The criminal aspect of sanctions is the responsibility of the US
Department of Justice.

In addition, compliance with the sanctions regime in the United States is
monitored, in particular, by the following agencies: The U.S. Department
of the Treasury's Financial Crimes Enforcement Network (FinCEN) and
the U.S. Department of Commerce's Bureau of Industry and Security
(BIS).

FinCEN and BIS have published an Alert (see here and here) urging
financial institutions to be vigilant against efforts by individuals or entities
to evade export controls implemented in connection with the Russian
Federation’s further invasion of Ukraine. This joint alert provides financial
institutions with an overview of the current export restrictions, a list of
commodities of concern for possible export control evasion, and select
transactional and behavioral red flags to assist financial institutions in
identifying suspicious transactions relating to possible export control
evasion.

In March 2022, an interagency law enforcement task force was launch
“Task Force KleptoCapture”. Its task is to ensure the sweeping sanctions,
export restrictions, and economic countermeasures that the United States
has imposed, along with allies and partners, in response to Russia’s
unprovoked military invasion of Ukraine. In particular, as a result of the
efforts of this team, the United States initiated a number of cases of
sanctions violations, which resulted in fines and confiscation of
property.

The initiation of a criminal case against a person on the relevant charges
provides for the possibility of forfeiture of assets that qualify as proceeds of
crime. This includes civil forfeiture in rem, i.e. forfeiture without a criminal
indictment.
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https://www.fincen.gov/sites/default/files/2022-06/FinCEN%20and%20Bis%20Joint%20Alert%20FINAL.pdf
https://www.fincen.gov/sites/default/files/shared/FinCEN%20and%20BIS%20Joint%20Alert%20_FINAL_508C.pdf
https://www.justice.gov/opa/pr/attorney-general-merrick-b-garland-announces-launch-task-force-kleptocapture


In December 2022, the United States passed the law that allows
transferring to Ukraine the funds received from the sale of forfeited
assets of sanctioned persons. According to this law, the Attorney General
may transfer to the Secretary of State the proceeds of any covered
forfeited property for use by the Secretary of State to provide assistance to
Ukraine to remediate the harms of Russian aggression towards Ukraine.
Any such transfer shall be considered foreign assistance under the
Foreign Assistance Act of 1961 (22 U.S.C. 2151 et seq.), including for
purposes of making available the administrative authorities and
implementing the reporting requirements contained in that Act.
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https://www.congress.gov/amendment/117th-congress/senate-amendment/6596/text?s=1&r=2


CONCLUSIONS

In response to Russia's unprovoked aggression against Ukraine, Western
countries reacted with one voice by imposing unprecedentedly broad
sanctions against the aggressor state. However, in order for the sanctions
to be truly tangible for Russia and to really undermine its ability to wage
war, an effective mechanism for enforcing the sanctions restrictions is
needed, which would ensure severe and inevitable punishment for those
who seek to circumvent or avoid these restrictions.

The mechanism that operates in the United States can serve as a model
for other partner states and for Ukraine itself, which is most interested in
the strength of its sanctions policy.

The US model of sanctions enforcement is multilayered: it includes both
criminal and civil law levels. The criminal law level provides not only for the
familiar fine as a measure of punishment and imprisonment for
individuals, but also for the possibility of in rem (civil) forfeiture of assets
related to criminal activity without a criminal indictment against the
owner. The civil level, in turn, provides for an extensive and flexible system
of fines that can significantly increase the state budget.

These legal mechanisms, or at least their individual elements, should be
adopted by states seeking to vigorously combat sanctions evasion.
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